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Background:

Due to the implications of remote working, the process of obtaining wet signhatures has become
impractical and alternative methods of ensuring document validation was sought.

Purpose:

The purpose of this guidance document is to describe the procedure of using electronic signatures (e-
signature) in pertinent documentation where wet signatures were normally obtained.

Scope:

This guidance is mandated for all sponsored MHRA Regulated study documents. A CTU/Study Group can
use an established, equal e-signature process to this guidance once agreed by the GCP and Governance
Manager, e.g., DocuSign or Adobe Signature.

For sponsored Interventional and Research study documents, this guidance is mandatory for all sponsor
to Cl documents and best practice for all other documents.

This document also acts as a guidance documents for all research within Barts Health and Queen Mary.

Please note, the JRMO does not advocate the use of fill and sign nor cut and paste as acceptable forms of
digital signatures.

Abbreviations:

Barts Health Barts Health NHS Trust
Queen Mary Queen Mary University of London
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Activity

1. | Following risk based review of guidance from both the MHRA and HRA, documentation falling under
the scope of this guidance document required advances electronic signatures (Signatures that are
uniquely linked to the signatory, are capable of identifying the signatory, allow the signatory to retain
control, and are linked to data within the signature that can detect any changes made).

The JRMO has therefore accepted use of an e-signature certificate using Adobe Acrobat Reader.

The e-signature process will provide an audit trail of the signatures which will include signee, date
and time.

This platform allows more than one signature per document with the ability to check the signature
validation status and also the signature panel for the whole document.

2. | Creating an e-signature certificate

e Open the pdf using Adobe Acrobat 2?
Reader @

e Click on More Tools in the left-hand
corner and select certificates

. _ Certificates
e Select digitally sign.
e Draw the area/text box where you would T
like the signature to appear. Once done |Opi;|
there will be an option to sign with a
digital ID.
3. | Create a new Digital ID
Configure a Digital ID for signing X

e Select configure New Digital

Select the type of Digital ID:

I D A Digital ID is required to
. create a digital
e Select create a new digital ID il 1D e s £y [ oo Sonaturs Crestion Devie
. trusted Certificate —® Configure a smart card or token connected to your
and Contlnue_ authorities and are based computer
. . on secure devices like smart
e Select save to file. You will be cerd or token. Some ar¢
t d t t If EEEen e Use a Digital ID from a file
promp e - O Crea e a Se g -. \rourcan SilET @D & TE @ Import an existing Digital 1D that you have
signed digital ID. Your digital D 0 bt ey provide obteined o= 2 e
ID must be your full name. —
. o @ Create a new Digital ID
L Complete the deta”S Q  Create your self-signed Digital 1D
appropriately.
®

e Create a password for the
Digital ID and save and select
continue. You will the see a
preview of the signature.
There is the option to lock the
document following signature
if this is required. Do not
select lock if multiple
signatures are required on
one document.
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e Enter the password and select Create a self-signed Digital ID X
sign.
There will be a prompt to save the ek e RCarroll
document. Once saved, the signature cesing he sl sgned Organizational Unit  JRMO
certificate will appear in the text box e St (e | Sresiiy
prev|0us|y Created . signed by individuals do not
provide the assurance that Email Address xoococ@gmul.ac.uk
the identity information is
et e Country/Region GB - UNITED KINGDOM v
Some use cases. Key A‘gorithm 2048-b‘t RSA o
Use Digital ID for Digital Signatures v
Digitally signed by R Carroll
R ‘ a r' ro I I Date: 2022.08.19 13:48:23
+01'00"

4. | Further use of e-signatures

The e-signature is saved on your local PC account and can be used for further e-signatures. The time
and date will update accordingly.

Where there is a need to sign on another staff members behalf, an e-signature certificate can be
created as described in section 2 and 3 however it must clearly state when prompted to complete the
Digital ID, both names are clearly noted (See images below). There must also be evidence that this
form of signature authorisation has been agreed by both parties. It is not acceptable to sign digitally
on someone else’s behalf where the individual’s password for the Digital ID has been shared.

Create a self-signed Digital ID X
Enter the identity Name pp R Carroll on behalf of M Good
information to be used for
creating the self-signed Organizational Unit JRMO
Digital ID.
Digital IDs that are self- Organization Name Queen Mary

signed by individuals do not
provide the assurance that Email Address xooox@gmul.ac.uk
the identity information is
valid. For this reason they

may not be accepted in Country/Region GB - UNITED KINGDOM bd
SOme use Cases. )
Key Algorithm 2048-bit RSA v
Use Digital ID for Digital Signatures v

pp R Carroll on behalf of M Digitally signed by pp R Carroll on behalf
of M Good

Good Date: 2022.08.19 13:45:03 +01'00"
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/687246/
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2. HRA Joint statement on seeking consent by electronic methods
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